Identifying the causes of marine accidents is difficult because of problems in scene preservation, reenactment, and procuring of witnesses. Thanks to new regulations, larger vessels are now required to carry voyage data recorders (VDRs) and automatic identification systems (AISs). However, the content of these devices, which is created, stored, and managed digitally, has security vulnerabilities such as the potential for data modification. Therefore, when managing digital records it is important to guarantee reliability. To this end, we suggest a digital forensics-based digital records migration method using a hash algorithm to guarantee the integrity and authenticity of digital records.
INTRODUCTION
It is often difficult to identify the causes of marine incidents, not only because is it difficult to secure evidence associated with the location and case, but also because the intangible factors related to human resources, such as mariners, and the physical factors related to the environment, such as vessels, harbor facilities, and operational equipment, are intertwined.
To reduce these difficulties, recently built ships are equipped with and operated by digital devices encompassing the autopilot system, the voyage data recorder (VDR), the automatic identification system (AIS), and CCTV. Since marine traffic systems have become more complicated, marine incidents including collisions and sinking have increased; however, because evidence has been difficult to secure, making it difficult to identify the causes of incidents, the International Maritime Organization (IMO) under the UN has imposed a new regulation requiring the installation of a VDR and an AIS on all vessels [1] . The VDR was developed to store the data of the onboard digital devices to help in identifying the cause of a marine incident. The VDR data include the ship's location, velocity, and heading as well as the conversations on board, the VHF radio communications on the ship's operation, and the information displayed on the radar [2] . Since the stored electronic records are digital data, they are vulnerable to integrity and authenticity damage by the physical deterioration of storage devices or logic changes in the electronic recording system. The stored data should be protected from unauthorized access and from deletion by careless management [3] . This paper describes a method for preventing arbitrary deletion or alteration of data in the storage device by implementing digital forensics when recording voyage data in the storage device. In addition, this paper describes the implementation of digital forensics for identifying and characterizing the types of data that can be used as evidence for the investigation and assessment of marine incidents as well as in collecting, restoring, and analyzing the pertinent data. 
RESEARCH METHOD 2.1. NMEA 2000-based data recording device
The integration of shipboard systems, sensing and control within systems, sharing of information, and collecting of data are occurring at an increasing rate on board vessels. A general shipboard configuration is shown in Figure 1 . As shown in Figure 1 , basic devices including sensors, actuators, and compass are linked to the conventional NMEA-0183 network, while other devices including sensors, actuators, engine, fuel, radar, GPS, autopilot, and ECDIS are linked to the instrument networks (NMEA 2000) [4, 5] . 
Voyage data recording
The voyage data recorder (VDR) is intended for use in all passenger ships as well as in newly constructed cargo ships of 3000 gross tonnage and up. The S-VDR (simplified VDR) is for existing cargo vessels of the same category with a phase-in schedule requiring installation first in vessels of 20,000 gross tonnage and up, to be followed by others of 3000 gross tonnage and up. The S-VDR is not required to store the same level of detail as the VDR but should maintain a store, in a secure and retrievable form, of information concerning the position, movement, physical status, command, and control of a ship over the period leading up to and following an incident. Table 1 summarizes the two types of data items to be saved on the VDR [6] [7] [8] [9] [10] [11] . The interfaces for the items that are saved need to satisfy International Electrotechnical Commission standard IEC 61162. The IEC 61162-1 standard refers to NMEA 0183, and IEC 61162-2 refers to NMEA 2000. Therefore, the VDR needs to satisfy the interface standard of NMEA 2000, or IEC 61162-2.
FORENSICS-BASED DATA RECORDING TECHNIQUES 3.1. Forensics-based accident investigation process
Because of the unique characteristics of marine accidents, the installation of data recording devices such as black boxes on airplanes is mandatory. However, such digital data are vulnerable to modification as they are restored and used within the device provided by the data recording device manufacturer. For the recorded data to have legal effectiveness, forensic techniques should be applied, and a process for submitting such data as legally binding evidence in the event of a marine accident has been proposed. As shown in Figure 2 , data saved on VDR are saved using a digital forensics method, and the process of preserving the evidence happens when the ship starts to sink. Evidence preservation refers to the prevention of any manipulation of the saved data, which is an essential factor for the data to be considered as objective evidential data. Despite such evidence preservation, the data can still be manipulated through the interface, and thus it is necessary to confirm whether the data are from the time of accident. Figure 2 . Process for investigation of marine casualties and incidents using digital forensic techniques
Forensics-Based Data Recording and Reproduction Techniques
Recent digital devices used in ships adopt the standard network, and the representative model is the NMEA 2000. Through this network, the devices transmit the voyage-related data to the NMEA 2000 network, which are then saved by the VDR, centering around the data summarized in Table 1 . As mentioned before, the data need to be saved without any distortion and must be able to be verified as the data associated with a given period. Figure 3 shows the data recording process proposed in this paper. In general, the voyage data are transmitted and saved transparently in the VDR. As shown in Figure 3 , the proposed method receives the defined secret key from each data item and uses the data saved in the VDR and defined secret key to generate an authentication code, which is then saved on the logging device. The authentication code is a unique value for the saved data and is used to verify the authenticity of the data when manipulation takes place within the VDR. Figure 4 shows the authentication process for the data saved in the VDR using the logging device. Figure 4 shows the data authentication process using the logging device and VDR data from the forensics-based method. The authentication code, generated when the data was saved, is saved on the logging device. Then, when the new secret key extracted from the received VDR matches the authentication value as well as the data saved in the logging data, the integrity of the VDR data is considered confirmed, and when the information does not match, the data are considered to be damaged [12] [13] [14] [15] [16] [17] [18] [19] [20] [21] [22] [23] [24] [25] [26] [27] .
IMPLEMENTATION AND RESULTS

Test Bed
Using the method proposed in this paper, the network, as shown in Figure 5 , was designed with the shipboard environment in mind. The GPS receiver, shown in Figure 5 , receives the signal from the GPS and provides a variety of data including the two-dimensional location of the ship, its speed, its velocity, and the time. The NMEA 2000 is responsible for data communications, using a receiver and transmitter that satisfy the standards of the CAN 2.0 communication protocol, and the CPU manages the installed hardware and implements programs. In this arrangement, first the GPS receiver transmits the GPS signal, parsing it and changing it to the NMEA 2000 format, and then the logger uses this message to generate the secret key using the method given in Section 4.2 below, creating the authentication key. The voyage data are saved in the VDR, while the authentication key is saved in the logging device. Table 2 shows the specifications for the test bed. The actual test bed is shown in Figure 6 . Figure 6 . Test bed
Secret key and generation of authentication code
The information that can be received from this GPS receiver is as follows: time, data, location, speed (knots), angle, altitude, satellites, $PGTOP data, $GPGGA data, and $GPRMC data. Such information must be expressed in NMEA 0183 format in order to be transmitted through the NMEA 2000 Network. Figure 7 shows the actual NMEA 0183 format for receiving data. As all of the information received from the receiver is sting-type data, no distinguishing is needed when generating the secret key. Therefore, in this study, the GPS receiver generated the secret key and authentication code only for the three messages (time, location, and $GPRMC) that fall under Nos. 1 and 2 in Table 1 . GPRMC stands for "Global Positioning Recommended Minimum Specific GNSS Data," and the $GPRMC message provides such information as UTC time/date, status, latitude/longitude, E/W/S/N indicator, speed over ground, and course over ground. The following process shows how the authentication code (Aunth_Code) is generated from the received message (Msg). First, the secret key is extracted from the message to be saved. Then, the authentication code is generated by combining this with the secret key.
Secret Key = Function(Msg, variables) ; Aunth_Code = Function(Msg + Secret Key) ; There are various methods for generating the secret key, including encoding the set value or using the string in a certain location. However, in order to enhance the security, it is best for it to be received from the respective message, and it is better for it to be of a fixed length regardless of the length of the message to be processed. The hash function, which is widely used to verify integrity because of its characteristic of creating a value of a given length, was used in this study. The security level was enhanced by using the hash function in generating both the authentication code and the secret key. There are various algorithms that implement the hash function, including MD5 (Message-Digest algorithm), SHA (Secure Hash Algorithm)-1/256, and SHA-256/224/512/383. MD5 is used to verify the original copy of a file or program because of its 32-bit-based fast processing speed. SHA-1 increase the hash value in order to enhance the security level, but it is known to be vulnerable to existing methods of attack. Therefore, the number of types of calculation and the hash value were increased, and SHA-256/224/512/383 were suggested. As shown in Figure 8 , the secret key generated using the message "Date: 27/2/2016" was "0x748e06…", and when this was combined with "Date: 27/2/2016" through hashing, the authentication code "0x32821…" was generated. Then the message was saved in the VDR, and the authentication key was saved in the logging device. Once the VDR message is modified, the authentication code in the authentication process will not match; therefore authenticity is guaranteed in the event that a match is obtained. Figure 9 shows the process for generating an authentication code that uses the SHA-1 and MD5 algorithms. Table 3 summarizes the test results. The security of the hash algorithm shows the frequency of clashing, in which the same output value occurs for different input values. The lower the frequency, the higher the security level, and thus the SHA-256 method is the most stable, but it requires a longer processing time, as shown in Table 3 . 
CONCLUSION
In this study, a voyage data recording method using digital forensics was proposed and implemented. The message received from the GPS receiver is changed into the NMEA 0183 format through parsing. The time and location information for the VDR record item is used to generate a secret key; this is used to generate the authentication code for the message and is then saved. A hash function is used to generate a secret key for each of the saved messages. In generating the authentication code, the secret key and the message are combined, and the hash function is used in order to guarantee the unique characteristics of the message and its authenticity. In this way, the hash function was used both to enhance the level of security and to uniquely identify it. Three widely used types of hash algorithms, SHA-1, SHA-256, and MD5, were implemented.
The actual data saved in the VDR can be in string units or file units. Whereas irregular, short pieces of information are transmitted in the form of a message, analog signals, including voice recordings and radar images, can be saved in file units. The advantage of this method is that it can easily be applied to the traditional VDR since it can be applied to the aforementioned files. The use of forensics for VDR data to be used as evidential data in the event of marine accidents can enhance the objectivity of the evidence, and it is our hope that the proposed recording device will be widely used.
